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(54) Copyrighted data processing method and apparatus 



(57) An internal data storage unit (1 5) stores distrib- 
uted music data. A copyright management table (1 6) 
stores a process right to each music data item. This 
process right includes a playback right and a right to 
copy the data to an external storage medium (7). A con- 
trol unit (17) refers to the process right stored in the cop- 
yright management table (16) to determine whether an 
inputted instruction (30) can be executed or not. If deter- 
mining that the instruction (30) can be executed, the 
control unit (1 7) supplies a control signal (32) to a play- 
back unit (18) or other relevant process unit. A display 



unit (21 ) displays on a screen the process right stored in 
the copyright management table (16) based on an oper- 
ation mode set in a mode storage unit (20). The play- 
back and copy rights to the music data are displayed by 
using icons. If an icon indicating a copy right in use is 
selected, information about the external storage 
medium (7) to which the data has been copied is dis- 
played. If the instruction (30) that cannot be executed is 
supplied, a warning screen is displayed. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The present invention relates to a method 
and apparatus for processing copyrighted data, and 
more specifically, to a method and apparatus for 
processing copyrighted data distributed through a net- 
work. 

Description of the Background Art 

[0002] In recent years, various digitized information 
has become widely available, and a large number of 
digital productions have been distributed with multime- 
dia contents including images and sounds. Such digital 
productions are provided for users through recording 
media such as CD-ROMs or communication means 
such as the Internet. Especially, downloading digital 
productions to personal computers through a communi- 
cation network is a convenient distribution method, and 
therefore this method is expected to wildly spread. Dig- 
ital productions are easy to copy without deteriorating in 
characteristic. For this reason, copyright protection for 
digital productions is highly required. 
[0003] For protecting copyright for digital produc- 
tions, the following conventional arts have been known. 
A first conventional art is a contents control method 
used in a music distribution system, which has been 
published in "Internet-based music distribution requires 
immediate improvements in copyright protection tech- 
nologies", Nikkei Electronics, Issue, no. 738, March, 8, 
1999, PR 87-1 11. In the contents control method, a file 
containing encrypted music data (hereinafter referred to 
as file A) and a file containing control information, a 
decryption key for decrypting the file A, and others 
(hereinafter referred to as file B) are distributed through 
a communication network. To play back the music data 
contained in the file A, it is determined, with reference to 
the control information contained in the file B, whether 
or not the file A is allowed to be played back or copied. 
[0004] FIG. 17 is a block diagram showing the 
structure of a data processing apparatus using the first 
conventional art. The data processing apparatus shown 
in FIG. 17 is connected to a communication network 
(not shown) when in use. A distributed data storage unit 
101 stores the file A distributed through a communica- 
tion network such as the Internet and CATV (Cable TV). 
A copyright management table 1 02 stores the file B dis- 
tributed through the communication network in relation 
to the file A. A purchase process unit 103 communi- 
cates with a billing server (not shown) to purchase a 
process right required for playback and other proc- 
esses, and records the purchased process right in the 
copyright management table 102. When an instruction 
is inputted by an input unit 1 04, a control unit 1 05 deter- 



mines, with reference to the process right recorded in 
the copyright management table 102, whether the 
instruction is to be executed or not. A playback unit 106 
receives a decryption key contained in the file B from 
5 the control unit 1 05, and plays back the music data con- 
tained in the file A. 

[0005] As a second conventional art, a method of 
preventing unauthorized copy by encrypting digital data 
has been known, which is disclosed in Japanese Patent 

w Laid-Open Publication No. 9-320192 (1997-320192). 
FIG. 18 is a diagram showing the structure of a copy- 
right protection apparatus according to the second con- 
ventional art. The copyright protection apparatus shown 
in FIG. 18 is characterized in that digital data read from 

is a disk 111 is encrypted before being placed on a bus 
1 14. In other words, a data format unit 1 12 provides the 
data read from the disk 1 1 1 with encryption start infor- 
mation, an encryption key, information about a unit of 
encryption, copy management information indicating 

20 whether data copy is allowed or not, and identification 
information of an encryption algorithm to be used. An 
encryption unit 113 encrypts the data using the encryp- 
tion key provided by a key delivery unit 110. The 
encrypted data flows on the bus 1 14. A decryption unit 

25 115 decrypts the data using a decryption key provided 
by the key delivery unit 110. The decrypted data is 
restored by a data format unit 1 1 6 to the state as it was 
read from the disk 1 1 1 , and then played back by a play- 
back unit 1 1 7. 

30 [0006] As such, according to the first conventional 
art, received copyrighted data can be processed within 
a purchased process right, while, according to the sec- 
ond one, copyrighted data can be protected from unau- 
thorized copy. 

35 [0007] In these conventional arts, however, the 
process right required for processing copyrighted data 
is not presented to the user in an appropriate manner. 
Therefore, the user cannot recognize which process 
can be executed on each data item. 

40 

SUMMARY OF THE INVENTION 

[0008] Therefore, an object of the present invention 
is to provide a copyrighted data processing method and 

45 apparatus with operability improved by displaying a 
process right for copyrighted data on a screen in an 
appropriate representation manner. 
[0009] The present invention has the following fea- 
tures to achieve the object above. 

so [0010] A first aspect of the present invention is 
directed to a data processing apparatus executing a 
process on copyrighted data within a right obtained, 
comprising a data storage unit operable to store the 
data; a right information storage unit operable to store a 

55 process right that is required for the process on the data 
stored in the data storage unit; an input unit operable to 
input an instruction on the data stored in the data stor- 
age unit; a control unit operable to determine, based on 
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the process right stored in the right information storage 
unit, whether the instruction is to be executed or not; a 
process execution unit operable to execute the instruc- 
tion; and a display unit operable to display the process • 
right stored in the right information storage unit on a 5 
screen. Therefore, the user can easily recognize which 
process can be executed on each data item. 
[0011] The data processing apparatus may further 
include a data receiving unit for receiving the data 
stored in the data storage unit through a communication w 
channel, and obtaining the process right stored in the 
right information storage unit through the communica- 
tion channel. Therefore, the user can easily recognize 
which process can be executed on each data item 
received from the communication channel. 75 
[0012] Furthermore, the process execution unit 
may include a data copy unit for copying the data stored 
in the data storage unit to a removable storage medium, 
and deleting the data copied to the storage medium 
based on a determination by the control means. There- 20 
fore, the user can easily recognize whether or not each 
data item can be copied to the external storage medium 
and deleted therefrom. 

[0013] In this case, the right information storage 
unit may store storage medium information for identify- 25 
ing the storage medium, and the display unit may dis- 
play the storage medium information on a screen. More 
preferably, when the input unit selects the data copied to 
the storage medium, the display unit may display the 
storage medium information of the storage medium on 30 
the screen. As the storage medium information, a stor- 
age medium identifier unique to the storage medium or 
an identifier assigned to the storage medium for identifi- 
cation may be used. Therefore, the user can easily rec- 
ognize to which external storage medium the data has 35 
been copied. 

[0014] Still further, the control unit may output a 
warning signal when determining that the instruction for 
copying the data to the storage medium or deleting the 
data from the storage medium is not to be executed, 40 
and the display unit may display a warning screen 
based on the warning signal. More preferably, the dis- 
play unit may make on the screen a display for prompt- 
ing a user to obtain a process right required for data 
copy. Therefore, the user can easily recognize that the 45 
data copy instruction or data deletion instruction has not 
been executed, and can immediately obtain a right to 
copy the data through the warning screen. 
[0015] Still further, the display unit may display one 
or more icons corresponding to the process right stored 50 
in the right information storage unit on the screen. More 
preferably, the display unit may display on the screen as 
many icons as the number of executions specified by 
the process right stored in the right information storage 
unit. Therefore, the user can easily recognize the limit 55 
on the number of executions specified by the process 
right. 

[0016] Still further, the display unit may display on 



the screen the process right to data that can be proc- 
essed in a set process mode. Also, the display unit may 
display on the screen the process right stored in the 
right information storage unit by switching a display 
method based on the set display mode. Therefore, only 
the data that can be processed is displayed, thereby 
preventing the user from erroneously inputting an 
instruction for data that cannot be processed. 
[0017] Still further, the control unit may output a 
warning signal when determining that the instruction is 
not to be executed, and the display unit may display a 
warning screen based on the warning signal. Therefore, 
the user can easily recognize that the instruction has 
not been executed. 

[0018] A second aspect of the present invention is 
directed to a data processing method for executing a 
process on copyrighted data within a right obtained, 
comprising the steps of: storing the data; storing a proc- 
ess right that is required for the process on the data 
stored in the data storing step; inputting an instruction 
for the data stored in the storing step; determining, 
based on the process right stored in the storing step, 
whether the instruction is to be executed or not; execut- 
ing the instruction; and displaying the process right 
stored in the storing step on a display. 
[0019] A third aspect of the present invention is 
directed to a recording medium recording a program for 
executing, on a computer, the data processing method 
of the second aspect of the present invention. 
[0020] According to the second or third aspect of 
the invention, the user can easily recognize which proc- 
ess can be executed on each data item. 
[0021] As stated above, the copyrighted data 
processing method and apparatus according to the 
present invention provide the user with excellent usabil- 
ity, which is quite effective in practical use. 
[0022] These and other objects, features, aspects 
and advantages of the present invention will become 
more apparent from the following detailed description of 
the present invention when taken in conjunction with the 
accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] 

FIG. 1 is a block diagram showing the structure of a 

data processing apparatus according to a first 

embodiment of the present invention; 

FIG. 2 is a diagram showing the structure of a 

music distribution system using the data processing 

apparatus; 

FIGS. 3a to 3c are diagrams showing formats of 
music data to be handled by the data processing 
apparatus; 

FIG. 4 is a diagram exemplarily showing a purchase 
management table in the data processing appara- 
tus; 
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FIG. 5 is a diagram exemplarily showing a copyright 
management table in the data processing appara- 
tus; 

FIG. 6 is a flowchart showing the operation of a 
control unit in the data processing apparatus; 
FIG. 7 is a diagram exemplarily showing a display 
screen of the data processing apparatus; 
FIG. 8 is a table showing a correlation between a 
process mode and displayed contents in the data 
processing apparatus; 

FIG. 9 is a table showing a correlation between dis- 
play modes and display methods in the data 
processing apparatus; 

FIG. 10 is a table showing a correlation between 
the two modes and the display methods in the data 
processing apparatus; 

FIG. 11 is a flowchart showing the operation of a 
display unit in the data processing apparatus; 
FIG. 12 is a block diagram showing the structure of 
a data processing apparatus according to a second 
embodiment of the present invention; 
FIGS. 13a and 13b are diagrams exemplarily show- 
ing display screens during and after a check-out 
process carried out by the data processing appara- 
tus according to the second embodiment; 
FIGS. 14a and 14b are diagrams exemplarily show- 
ing display screens during and after a check-in 
process carried out by the data processing appara- 
tus according to the second embodiment; 
FIG. 15 is a block diagram showing the structure of 
a data processing apparatus according to a third 
embodiment of the present invention; 
FIGS. 16a and 16b are diagrams showing formats 
of reference data to be handled by the data 
processing apparatus according to the third embod- 
iment; 

FIG. 17 is a block diagram showing the structure of 
a conventional data processing apparatus; and 
FIG. 1 8 is a block diagram showing the structure of 
a conventional copyright protection apparatus. 

DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS 



(First Embodiment) 

[0024] FIG. 1 is a block diagram showing the struc- 
ture of the data processing apparatus according to a 
first embodiment of the present invention. The data 
processing apparatus 1 shown in FIG. 1 includes an 
input unit 10, a distributed data storage unit 11, a pur- 
chase management table 12, a purchase process unit 
13, a data conversion unit 14, an internal data storage 
unit 1 5, a copyright management table 1 6, a control unit 
17, a playback unit 18, a check-out/check-in unit 19, a 
mode storage unit 20, and a display unit 21. The data 
processing apparatus 1 carries out playback, copy, and 
other processes on distributed copyrighted music data, 



and is characterized in that a process right to the distrib- 
uted music data is displayed on a screen. 
[0025] Prior to detailed description of the data 
processing apparatus 1, music distribution system 
5 using the data processing apparatus 1 and formats of 
music data handled in the data processing apparatus 1 
are now described with reference to FIGS. 2 and 3. 
[0026] As shown in FIG. 2, the data processing 
apparatus 1 is connected through a communication net- 
to work 4 to a distribution server 5 and a billing server 6. 
The communication network 4 is a network such as the 
Internet, or a network for CATV, satellite communica- 
tions, or cellular phones. The distribution server 5 stores 
a large amount of copyrighted music data. In response 
15 to a request from the data processing apparatus 1 , the 
distribution server 5 distributes the music data. The bill- 
ing server 6 carries out a billing process for the distrib- 
uted music data. External storage media 7 are 
structured removable from both the data processing 
20 apparatus 1 and a portable music player 8. The data 
processing apparatus 1 identifies each external storage 
medium 7 by using a storage medium identifier unique 
to each medium 7 or a label name specified by the user 
for each medium 7. 
25 [0027] Copyright management for music data is 
now briefly described below. The distribution server 5 
distributes encrypted music data and a decryption key 
for decrypting encryption to the data processing appa- 
ratus 1. The data processing apparatus 1 transmits 
30 information that the user agrees to pay for the music 
data to the billing server 6 before or after distribution in 
order to purchase a process right to the distributed 
music data. For example, the data processing appara- 
tus 1 plays back the music data using the decryption key 
35 as many times as the number of playbacks specified by 
the purchased right. 

[0028] Moreover, the data processing apparatus 1 
can copy the music data and its decryption key to the 
external recording medium 7 (such processing hereinaf- 
40 ter referred to as check-out) and delete the copied 
music data from the external recording medium 7 (such 
processing hereinafter referred to as check-in). The 
data processing apparatus 1 can check out the music 
data as many times as the number of check-outs speci- 
45 fied by the purchased right. A check-out right that allows 
check-out once is recovered when the checked-out data 
is checked in. However, the music data can be checked 
in only by the data apparatus that has checked out the 
music data. Moreover, if the external storage medium to 
50 which edit-protected music data is checked out is writ- 
ten upon, the data processing apparatus 1 does not 
check in the music data. 

[0029] Furthermore, the data processing apparatus 
1 can also transfer the music data, decryption key, and 
55 process right together at once to another data process- 
ing apparatus (such processing hereinafter referred to 
as move). After move process, no process right remains 
in the data processing apparatus 1 . 



4 



7 EP 1 081 575 A1 8 



[0030] The music data handled by the data 
processing apparatus 1 includes, in addition to audio 
contents, contents such as video, images, text, and pro- 
grams. FIGS. 3a to 3c are diagrams showing three 
music data formats handled by the data processing 5 
apparatus 1. A distribution format shown in FIG. 3a is 
used for distributing the music data. An internal format 
shown in FIG. 3b is used for storing the music data in 
the data processing apparatus 1 . A copy format shown 
in FIG. 3c is used for checking out the music data to the 10 
external storage medium 7. 

[0031] The music data is distributed to the data 
processing apparatus 1 by a unit called package. In the 
distribution format shown in FIG. 3a, the package is 
composed of four data items: a header 40, navigation 15 
information 41, one or more contents 42, and billing 
information 43. The header 40 includes information 
such as a package identifier for identifying the package 
and information about the position and size of other 
data. The content 42 is content data such as audio, 20 
video, images, text, or programs. Each content has its 
own content identifier that is unique within the package, 
and is encrypted as required. 

[0032] The navigation information 41 is used as 
playback control information used for controlling music 25 
data playback. For referring to each content 42 from the 
navigation information 41, the content identifier is used. 
A content included in the package to which the naviga- 
tion information belongs is referred to only with its con- 
tent identifier, while a content in another package is 30 
referred to with its package identifier and content identi- 
fier. The billing information 43 includes a use condition, 
price, and decryption key for each content 42. 
[0033] In the data processing apparatus 1, the 
music data is handled with the billing information 43 35 
removed therefrom. In the internal format shown in FIG. 
3b, the music data is composed of the header 40, the 
navigation information 41 , and the contents 42. 
[0034] The music data is converted into a format 
appropriate to the type of the external recording 40 
medium 7 before being checked out thereto. For exam- 
ple, if the external storage medium 7 is an SD (Secure 
Digital) memory card, the music data is converted into a 
format so that audio contents for the SD memory card 
are included and video contents are not included 45 
therein. In the copy format shown in FIG. 3c, the music 
data is composed of a header 44, the content 42, and 
the decryption key 45. The header 44 conforms to the 
type of the external storage medium 7. The decryption 
key 45 is extracted from the billing information 43 in the so 
distribution format. The content 42 is content data 
selected based on the type of the external storage 
medium 7 from the music data in the internal format. 
The music data shown in FIG. 3c includes only a single 
content 42, but may include two or more contents. 55 
When the music data is checked out, the music data in 
the copy format may be divided into a plurality of files for 
copy. 



[0035] In addition to the content data distributed by 
the distribution server 5, content data read from CDs 
may be processed by the data processing apparatus 1 . 
Such data is called ripped contents. 
[0036] Referring back to FIG. 1 , the structure of the 
data processing apparatus 1 is described below. The 
operation of the data processing apparatus 1 is now 
briefly described. The distributed music data is con- 
verted into an internal format by the data conversion 
unit 14, and then stored in the internal data storage unit 
15. Information about the right to process each content 
included in the music data is recorded in the copyright 
management table 16. The control unit 17 refers to the 
copyright management table 16 to determine whether 
an inputted instruction 30 is to be executed or not. If 
determining that the instruction is to be executed, the 
control unit 17 makes an instruction for starting play- 
back, check-out, and other process. 
[0037] The user inputs the instruction 30 for the 
content with the input unit 10. The instructions 
described in the present embodiment are those for dis- 
tribution, purchasing, playback, check-out, check-in, 
move, and mode setting. In addition, other examples 
include instructions for data classification, data editing, 
data search, import, export, adding user data, taking in 
ripped contents, and authorization check. Furthermore, 
the input unit 10 outputs position information 34. 
obtained from a pointing device such as a mouse. 
[0038] The distributed data storage unit 1 1 stores 
music data in a distribution format distributed by the dis- 
tribution server 5. The purchase management table 12 
stores, as shown in FIG. 4, a package identifier 50, a 
content identifier 51, and a purchase condition 52 as a* 
set for each content included in the music data stored in 
the distributed data storage unit 1 1 . The purchase con- 
dition is specified at the purchase of the content. For 
example, such condition includes playback only, full pur- 
chase, test-listening. If the purchase condition is play- 
back only, the content can be played back only a 
specified number of times or only in a specified period. 
If the purchase condition is full purchase, the content 
can be freely played back and checked out only a spec- 
ified number of times. If the purchase condition is test- 
listening, the content can be played back an unlimited 
number of times within a specified time period. 
[0039] When receiving from the input unit 10 the 
instruction 30 for purchasing, the purchase process unit 
13 sends information that the user agrees to pay the 
music data to the billing server 6 to purchase a right to 
the distributed music data. Thereafter, the purchase 
processing unit 13 records the purchased process right 
in the purchase management table 12. If the specified 
content is not stored in the distributed data storage unit 
11, the purchase process unit 13 requests the distribu- 
tion server 5 to distribute the music data containing the 
content. After receiving the music data, the purchase 
processing unit 13 provides the data conversion unit 14 
with a control signal 31 for instructing data conversion. 
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[0040] Receiving the control signal 31, the data 
conversion unit 14 converts the specified music data 
into the internal format, in other words, the data conver- 
sion unit 1 4 separates the billing information 43 from the 
distributed package to obtain the music data in the inter- 
nal format The data conversion unit 1 4 also extracts the 
decryption key for each content from the billing informa- 
tion 43, and records the decryption key in the copyright 
management table 16. 

[0041] The internal data storage unit 15 stores the 
music data in the internal format outputted from the data 
conversion unit 14. The stored music data is to be 
played back, checked out, etc. 

[0042] The copyright management table 1 6 stores, 
as shown in FIG. 5, copyright management information 
for each content stored in the internal data storage unit 
15. The copyright management table 16 includes the 
package identifier 50, the content identifier 51 , the pur- 
chase condition 52, date of right purchasing 53, a 
decryption key 54, the number of playbacks 55, the 
number of check-outs 56, and check-out destination 
information 57. Note that FIG. 5 shows a single table 
divided into two parts indicated by (a) and (b), and in the 
table before being divided, the number of playbacks 55 
follows the decryption key 54. 

[0043] The package identifier 50, the content identi- 
fier 51, and the purchase condition 52 are the same 
data as that stored in the purchase management table 
12. The date of right purchasing 53 indicates the date of 
purchasing the content. The decryption key 54 is used 
to decrypt encryption of the content. The number of 
playbacks 55 indicates the number of times the content 
has been played back. The number of check-outs 56 
indicates the number of times the content has been 
checked out. The check-out destination information 57 
includes a storage medium identifier and a label name 
for the external storage medium to which the content 
has been checked out. The label name is assigned to 
the external storage medium when the music data is 
first checked out thereto. 

[0044] The package identifier 50, the content identi- 
fier 51, the purchase condition 52, the date of right pur- 
chasing 53, and the decryption key 54 are set to 
predetermined values when new music data is stored in 
the internal data storage unit 15. The number of play- 
backs 55 and the number of check-outs 56 are initial- 
ized to 0, while the check-out destination information 57 
is cleared. The copyright management table 16 is 
encrypted with an encryption method unique to the data 
processing apparatus 1 for protection against data tam- 
pering. 

[0045] The control unit 17 refers to the copyright 
management table 16 to determine whetherthe instruc- 
tion 30 is to be executed or not. When determining that 
the instruction 30 is to be executed, the control unit 17 
makes an instruction for starting playback or check-out. 
With reference to a flowchart shown in FIG. 6, the oper- 
ation of the control unit 17 is now described. When 



receiving the instruction 30 for the content (step S101), 
the control unit 17 reads the copyright management 
information of that content from the copyright manage- 
ment table (step S102). The control unit 17 then uses 
5 the read copyright management information to deter- 
mine whether the instruction 30 is to be executed or not 
(step S103). For example, when receiving a playback 
instruction, the control unit 17 refers to the number of 
allowable playback or the allowable playback period 
10 included in the purchase condition 52. If the number of 
playbacks is not more than the number of allowable 
playbacks or if today is within the allowable playback 
period after the date of right purchasing 53, the control 
unit 17 determines that the playback instruction is to be 
75 executed. 

[0046] When determining that the instruction is to 
be executed, the control unit 17 updates the number of 
playbacks 55, the number of check-outs 56, or other rel- 
evant items included in the copyright management table 
20 1 6 (step S1 04). The control unit 1 7 then outputs a con- 
trol signal 32 for starting the process to a relevant proc- 
ess execution unit (step S105). At this time, the control 
unit 17 also outputs the decryption key 54 read from the 
copyright management table 1 6 as being included in the 
25 control signal 32. On the other hand, when determining 
that the instruction is not to be executed, the control unit 
17 outputs the control signal 32 for warning display to 
the display unit 21 (step S106). 

[0047] When receiving the control signal 32 for 
30 starting playback, the playback unit 18 reads the speci- 
fied content from the music data stored in the internal 
data storage unit 15, and plays back the content using 
the received decryption key 54. 

[0048] When receiving the control signal 32 for 
35 starting check-out, the check-out/check-in process unit 
19 reads the specified content from the music data 
stored in the internal data storage unit 15, converts it to 
the copy format, and writes the converted music data in 
the external storage medium 7. When receiving the con- 
40 trol signal 32 for starting check-in, the check-out/check- 
in unit 1 9 deletes the music data copied to the external 
storage medium 7. 

[0049] The check-out/check-in unit 19 also reads 
the storage medium identifier 33 from the external stor- 
45 age medium 7, and outputs it to the control unit 1 7. The 
control unit 17 records the received storage medium 
identifier 33 in the copyright management table 1 6 after 
check-out. The control unit 17 also determines before 
check-in whether check-in can be performed or not, 
so depending on whether the received storage medium 
identifier 33 has been recorded in the copyright man- 
agement table 16 or not. 

[0050] For switching a screen display by the display 
unit 21, a mode storage unit 20 stores two types of 
55 mode information: a process mode and a display mode. 
Such mode information is set by the instruction 30 for 
mode setting. Alternatively, such mode information may 
be automatically set based on the inputted instruction. 
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The display unit 21 generates a screen for displaying 
the process right based on the copyright information 
stored in the copyright management table 16, and dis- 
plays the screen on a CRT or liquid crystal display. 
[0051] FIG. 7 is a diagram showing an example of a s 
screen displayed on the display unit 21. On a display 
screen 60 shown in FIG. 7, titles and process rights for 
five contents 61 to 65 are displayed. The titles are dis- 
played by using character strings, while the process 
rights by using icons. The check-out right that allows 10 
check-out of the content once is displayed by using a 
square icon with a picture representing a house therein. 
An unused check-out right is displayed by using an icon 
68 without hatching, while a used check-out right (that 
is, check-out has been carried out using this check-out 15 
right) is displayed by using a hatched icon 69. If no 
check-out right is available, an icon 70 with a cross 
placed thereon is used. A playback right to the content 
is displayed by using a square icon 71 with a picture 
representing a speaker therein. 20 
[0052] Through the display screen 60 as shown in 
FIG. 7, it can be easily recognize that each content can 
be processed as follows. A content 61 titled "AAAAA" 
can be checked out only once. A content 62 titled 
"BBBBB" can be played back but cannot be checked 25 
out A content 63 titled "CCCCC" cannot be checked out 
because its two check-out rights are being used. A con- 
tent 64 titled "DDDDD" can be checked out only once 
because one of two check-out rights is now in use. A 
content 65 titled "EEEEE" can be checked out only once 30 
and played back. 

[0053] An icon 66 shaped like a CD indicates that a 
content attached thereto has been ripped from a CD. 
Therefore, the icon 66 shown in FIG. 7 indicates that the 
content 65 is a ripped content. A comment display 67 35 
indicates a storage medium identifier and label name of 
the external storage medium to which the content is 
checked out. Therefore, the comment display 67 shown 
in FIG. 7 indicates that the content 65 has been 
checked out to the external storage medium 7 with a 40 
storage medium identifier SD54862. The comment dis- 
play 67 is displayed when the pointing device points to 
the icon that indicates the check-out right now being 
used. 

[0054] FIG. 8 is a table showing a correlation 45 
between the process modes set in the mode storage 
unit 20 and the contents displayed in each process 
mode. The process mode is, as shown in FIG. 8, either 
of playback, check-out, or move. In the playback mode, 
contents whose playback right has been obtained and 50 
which satisfy a playback condition are displayed 
together with ripped contents that can be checked out. 
In the check-out mode, purchased or ripped contents 
that satisfy a check-out condition are displayed. In the 
move mode, purchased or ripped contents that have not 55 
been checked out are displayed. 

[0055] FIG. 9 is a table showing a correlation 
between the display modes set in the mode storage unit 
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20 and display methods in these display modes. The 
display mode is, as shown in FIG. 9, either of minimum 
display, selection-disabled display, icon display, or nor- 
mal display. In the minimum display mode, only the titles 
and playback durations of contents that can be proc- 
essed are displayed. In the selection-disabled display, 
titles and playback durations of all contents are dis- 
played, but contents that cannot be processed are dif- 
ferently displayed, for example, in gray. In the icon 
display, in addition to the titles and playback durations of 
all contents, the process rights to all contents are dis- 
played with icons. In the normal display, copyright man- 
agement information for all contents is displayed in a 
table form. 

[0056] As shown in FIG. 10, the display unit 21 
switches screen display based on the process mode 
and display mode set in the mode storage unit 20. The 
display screen 60 shown in FIG. 7 is in the icon display 
The table shown in FIG. 10 is only an example for 
screen switching, and the screen switching method is 
not limited thereto. 

[0057] With reference to a flowchart shown in FIG. 
1 1 , the operation of the display unit 21 is now described. 
The display unit 21 first initializes a display screen (step ' 
S201). Then, the display unit 21 reads the process 
mode and display mode from the mode storage unit 20 
(step S202). The display unit 21 then obtains the condi- 
tion for displaying the content by referring to the table 
shown in FIG. 1 0 with the read two types of operational 
modes (step S203). The display unit 21 then determines 
whether the condition obtained in step S203 is satisfied 
or not for each content in the copyright management: 
table 16 (step S205), and adds the copyright manage- 
ment information of the content satisfying the condition 
to the display screen (step S206). In step S206, a char- 
acter string indicating the title and an icon indicating the 
process right are added to the display screen based on 
the display mode. Steps S204 through S207 are 
repeated until all contents are examined. 
[0058] The display unit 21 then receives position 
information 34 from the input unit 10 (step S208). The 
position information 34 indicates a position inputted on 
the screen by the pointing device such as a mouse. The 
display unit 21 determines whether or not the position 
indicated by the position information 34 is located within 
an area in which the icon indicative of the check-out 
right in use is displayed (step S209). If the position is 
within that area, the display unit 21 reads the check-out 
destination information 57 from the copyright manage- 
ment table 16 (step S210), and adds the comment dis- 
play 67 to the display screen (step S21 1 ). If the position 
is not within that area, the display unit 21 does not add 
the comment display 67 to the display screen. Thereaf- 
ter, the display unit 21 displays the whole screen (step 
S212). Thus, the display screen 60 is displayed as 
shown in FIG. 7. 

[0059] As stated above, the data processing appa- 
ratus according to the present embodiment processes 
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the distributed content within the obtained process right, 
and displays the process right to each content. There- 
fore, the user can easily recognize which process can 
be executed for each content. Furthermore, the user 
can set the mode information to switch the display mode 
for displaying the right. Therefore, only the processable 
contents can be displayed, thereby preventing errone- 
ous input of an instruction for a content that cannot be 
processed. Still further, when a mode for displaying an 
icon for each right that allows execution once is 
selected, the user can easily recognize the limit on the 
number of executions specified by the right. Still further, 
the information about the external storage medium to 
which the content has been checked out is displayed. 
Therefore, the user can easily recognize to which exter- 
nal storage medium the music data has been checked 
out. 

[0060] In the present embodiment, one icon is dis- 
played for each right that allows execution once. Alter- 
natively, the number of executions specified by the right 
may be numerically expressed for display, allowing a 
large number of executions to be displayed in a smaller 
area. Moreover, although the label name is displayed as 
a character string in the present embodiment, it may be 
displayed as image data. A label with such character 
string or image data printed thereon may be affixed to 
. the external storage medium for easy identification. 

(Second Embodiment) 



[0061] FIG. 12 is a block diagram showing the 
structure of a data processing apparatus according to a 
second embodiment of the present invention. The data 
processing apparatus 2 shown in FIG. 12 includes an 
input unit 22, the distributed data storage unit 11, the 
purchase management table 12, the purchase process 
unit 13, the data conversion unit 14, the internal data 
storage unit 15, the copyright management table 1 6, the 
control unit 17, the playback unit 18, the check- 
out/check-in unit 19, the mode storage unit 20, and a 
display unit 23. The data processing unit 2 is used in the 
same music distribution system as that for the data 
processing unit 1 according to the first embodiment 
The data processing unit 2 is characterized in that a 
warning screen is displayed when a process is not 
allowed. The components in the second embodiment 
identical to those in the first embodiment are provided 
with the same reference numerals, and their description 
is omitted herein. 

[0062] The data processing apparatus 2 displays 
screens shown in FIGS. 13a and 13b for check-out, 
while displaying screens shown in FIGS. 14a and 14b 
for check-in. FIGS. 13a and 13b are diagrams showing 
display screens during and after a check-out process, 
respectively. FIGS. 14a and 14b are diagrams showing 
display screens during and after a check-in process, 
respectively. Note that arrows A1 to A4 are for the pur- 
pose of explanation only, and not displayed on the 



screen. 

[0063] As shown in FIG. 13a, on a display screen 
72 during the check-out process, a sub-screen 73 indi- 
cating contents in the data processing apparatus 2 and 
5 a sub-screen 74 indicating contents in the external stor- 
age medium 7 are displayed. The user selects an icon 
indicative of a check-out right displayed on the sub- 
screen 73 by using the pointing device, and then moves 
the icon into the sub-screen 74, as indicated by the 
10 arrow A1 or A2. The input unit 22 interprets this drag- 
and-drop operation as a check-out instruction. 
[0064] In the example shown in FIG. 13a, one 
check-out right to a content 61 exists in the data 
processing apparatus 2. Therefore, the content 61 is 
75 checked out. However, no check-out right to a content 
62 exists in the data processing apparatus 2. Therefore, 
a warning screen 75 is displayed, indicating that an 
unallowable check-out instruction has been made. On 
the warning screen 75, a message prompting for pur- 
20 chase of a check-out right is displayed. Through the 
warning screen 75, the user can immediately purchase 
a check-out right to the content 62. 
[0065] If the check-out right to the content 62 is pur- 
chased, the content 62 is checked out. After the check- 
25 out process, a screen as shown in FIG. 13b is dis- 
played. Through this display screen, the user can recog- 
nize that the contents 61 and 62 have been checked 
out. 

[0066] On the other hand, as shown in FIG. 14a, a 
30 sub-screen 77 indicating contents in the data process- 
ing apparatus 2 and a sub-screen 78 indicating contents 
in the external storage medium 7 are displayed on a dis- 
play screen 76 during the check-in process. The user 
selects a content displayed in the sub-screen 78 with 
35 the pointing device, and moves the selected content into 
the sub-screen 77, as indicated by the arrow A3 or A4. 
The input unit 22 interprets that this drag-and-drop 
operation as a check-in instruction. 
[0067] In the example of FIG. 14a, one check-out 
40 right in use for a content 61 exists in the data processing 
apparatus 2. In other words, the content 61 has been 
checked out to the external storage medium 7 from the 
data processing apparatus 2. Therefore, the content 61 
is checked in, and the check-out right to the content 61 
45 is recovered. 

[0068] However, no check-out right in use for the 
content 62 exists in the data processing apparatus 2. In 
other words, the content 62 has been checked out to the 
external storage medium 7 not by the data processing 
so apparatus 2. Therefore, a warning screen 79 is dis- 
played, indicating that an unallowable check-in instruc- 
tion has been made. After the check-in process, a 
screen as shown in FIG. 14b is displayed. Through this 
display screen, the user can recognize that the content 
55 61 has been checked in, while the content 62 has not. 
[0069] Furthermore, in the example shown in FIGS. 
1 4a and 1 4b, if a check-in instruction is made for a con- 
tent titled "PPPPP" that does not exist in the data 
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processing apparatus 2, the warning screen 79 is also 
displayed. 

[0070] For displaying the above described screens, 
the input unit 22, the control unit 1 7, and the display unit 
23 operate as follows. The input unit 22 receives display 5 
position information 35 from the display 23. The display 
position information 35 indicates the display positions of 
the sub-screens and the icons indicative of the process 
rights. By referring to the display position information 
35, the input unit 22 outputs the instruction 30 when 10 
determining that an input of position information on the 
screen or movement of the position can be taken as an 
instruction. 

[0071 ] The control unit 1 7 operates according to the 
flowchart shown in FIG. 6. If determining that the check- 75 
out/check-in instruction is not to be executed, the con- 
trol unit 17 produces the control signal 32 to instruct the 
display unit 23 to display the warning screen (step 
S1 06). Receiving the control signal 32, the display unit 
23 adds the warning screen 75 or 79 to the screen for 20 
display. 

[0072] As stated above, in the data processing 
apparatus according to the present embodiment, the 
warning screen is displayed when a check-out/check-in 
instruction that cannot be processed is made. There- 25 
fore, the user can easily recognize that the check- 
out/check-in instruction has not been executed. Further- 
more, when check-out cannot be made, the warning 
screen is displayed including a message for prompting 
the user to purchase the check-out right. Therefore, the 30 
user can immediately purchase the check-out right 
through the warning screen. 

(Third Embodiment) 

35 

[0073] FIG. 15 is a block diagram showing the 
structure of a data processing apparatus according to a 
third embodiment of the present invention. The data 
processing apparatus 3 shown in FIG. 15 includes the 
input unit 10, the distributed data storage unit 11, the 40 
purchase management table 12, the purchase process 
unit 13, the data conversion unit 14, the internal data 
storage unit 15, the copyright management table 16, the 
control unit 17, the playback unit 18, the check- 
out/check-in unit 19, a reference data editing unit 24, 45 
and a reference data storage unit 25. The data process- 
ing apparatus 3 is used in the same music distribution 
system as that for the data processing apparatus 1 
according to the first embodiment, and characterized in 
that new data for referring to distributed music data is so 
used therein. The components in the third embodiment 
identical to those in the first embodiment are provided 
with the same reference numerals, and their description 
is omitted herein. 

[0074] For referring to the distributed music data, 55 
the data processing apparatus 3 uses new data called 
reference data. The reference data is used to define the 
music data that includes the original music data and 
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new contents. For referring to the original music data 
from the reference data, an identifier of a package 
including the original music data (hereinafter referred to 
as reference package) is used. 

[0075] FIG. 16a is the same drawing as FIG. 3a, 
showing the distribution format of the music data. FIG. 
16b is a diagram showing a format of the reference 
data. The reference data includes, as shown in FIG. 
16b, a header 80, a reference package identifier 81, a 
plurality pieces of reference information 82, and a plu- 
rality of contents 83. The header 80 includes informa- 
tion about the structure of the reference data such as 
the position and size of other data. The reference pack- 
age identifier 81 is an identifier for the reference pack- 
age. The content 83 is content data to be substituted or 
added to the reference package. 

[0076] The reference information 82 indicates 
details on substitution or addition of a content. The ref- 
erence information 82 indicating substitution of the con- 
tent is composed of a substitution flag 84, a content 
identifier before substitution 85, and a content identifier 
after substitution 86. This reference information 82 indi- 
cates that the content 83 that is included in the refer- 
ence data with the content identifier after substitution 86 
is substituted by the content 42 that is included in the 
reference package with the content identifier before 
substitution 85. Further, the reference information 82 
indicating addition of the content is composed of an 
additional flag 87 and an addition content identifier 88. 
This reference information indicates that the content 
included in the reference data w'rth the addition content 
identifier 88 is added to the reference package. 
[0077] The reference data editing unit 24 edits the 
reference data by following a reference data editing 
instruction 36 supplied by the input unit 1 0. The refer- 
ence data storage unit 25 stores the reference data' 
edited by the reference data editing unit 24. 
[0078] When receiving from the control unit 17 an 
instruction for playing back the reference data, the play- 
back unit 18 newly generates navigation information, 
and plays back the music data with this navigation infor- 
mation. In other words, the playback unit 18 extracts the 
reference package identifier 81 from the specified refer- 
ence data. The playback unit 1 8 then reads the naviga- 
tion information 41 included in the package having the 
reference package identifier 81, and expands it on the 
memory therein. The playback unit 18 then edits the 
navigation information expanded on the memory by 
using the reference information 82 included in the refer- 
ence data. For example, if the reference information 82 
indicates substitution of the content, the playback unit 
1 8 substitutes the content identifier after substitution 86 
for the content identifier before substitution 85 included 
in the navigation information on the memory. With this 
substitution, new navigation information is generated. 
[0079] The playback unit 18 carries out playback 
based on the generated navigation information. Since 
the generated navigation information includes the con- 
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tent identifier after substitution 86 instead of the content 
identifier before substitution 85, the content 83 included 
in the reference data 83 is played back instead of the 
content 42 included in the reference package. There- 
fore, music data with the user's data substituted or 
added thereto can be defined, and the defined data can 
be processed for playback and other purposes. 
[0080] As mentioned above, in the data processing 
apparatus according to the present embodiment, the 
reference data for referring to the original music data is 
generated, and the music data is played back with the 
reference data. Therefore, without changing the naviga- 
tion information included in the distributed original 
music data, the user's content can be freely substituted 
or added to the original music data. Furthermore, the 
reference data is composed only of the reference infor- 
mation and the user's content, and does not include the 
copyright management information. Therefore, the ref- 
erence information can be separately distributed to 
other users for use. 

[0081] Note that the data processing apparatuses 
according to the first to third embodiments can be 
achieved by combining a computer and a program oper- 
able on the computer. The data processing apparatus of 
the present invention can be realized by recording the 
program on a recording medium typified by a floppy disk 
and installing the program in an arbitrary computer sys- 
tem. 

[0082] While the invention has been described in 
detail, the foregoing description is in all aspects illustra- 
tive and not restrictive. It is understood that numerous 
other modifications and variations can be devised with- 
out departing from the scope of the invention. 

Claims 

1. A data processing apparatus (1, 2) executing a 
process on copyrighted data within a right obtained, 
comprising: 

data storage means (1 5) operable to store the 



right information storage means (1 6) operable 
to store a process right that is required for the 
process on the data stored in said data storage 
means (15); 

input means (10, 22) operable to input an 
instruction (30) for the data stored in said data 
storage means (15); 

control means (17) operable to determine, 
based on said process right stored in said right 
information storage means (16), whether said 
instruction (30) is to be executed or not; 
process execution means (18, 19) operable to 
execute said instruction (30); and 
display means (21 , 23) operable to display said 
process right stored in said right information 
storage means (16) on a screen. 



2. The data processing apparatus according to claim 
1, further comprising: 

data receiving means (11, 12, 13, 14) operable 
5 to receive the data stored in said data storage 

means (15) through a communication channel 
(8), and obtain said process right stored in said 
right information storage means (16) through 
the communication channel (8). 

10 

3. The data processing apparatus according to claim 
1 , wherein 

said process execution means (18, 19) 
15 includes data copy means (19) operable to 

copy the data stored in said data storage 
means (15) to a removable storage medium (7) 
and delete the data copied to said storage 
medium (7) based on a determination (32) by 
20 said control means (17). 

4. The data processing apparatus according to claim 

3, wherein 

25 said right information storage means (16) 

stores storage medium information (57) for 
identifying said storage medium (7), and 
said display means (21, 23) displays said stor- 
age medium information (57) on a screen. 

30 

5. The data processing apparatus according to claim 

4, wherein 

when said input means (10) selects the data 
35 copied to said storage medium (7), said display 

means (21, 23) displays the storage medium 
information (57) of said storage medium (7) on 
the screen. 

40 6. The data processing apparatus according to claim 
4, wherein 

said storage medium information (57) is a stor- 
age medium identifier unique to said storage 
45 medium (7). 

7. The data processing apparatus according to claim 
4, wherein 

so said storage medium information (57) is an 

identifier assigned to said storage medium (7) 
for identification. 

8. The data processing apparatus according to claim 
55 3, wherein 

said control means (17) outputs a warning sig- 
nal (32) when determining that said instruction 
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(30) for copying the data to said storage 
medium (7) is not to be executed; and 
said display means (23) displays a warning 
screen (75) based on said warning signal (32). 

5 

9. The data processing apparatus according to claim 
8, wherein 

said display means (23) makes on said warn- 
ing screen (75) a display for prompting a user w 
to obtain a process right required for data copy. 

10. The data processing apparatus according to claim 
3, wherein 

15 

said control means (17) outputs a warning sig- 
nal (32) when determining said instruction (30) 
for deleting the data from said storage medium 
(1 7) is not to be executed, and 
said display means (23) displays a warning 20 
screen (79) based on said warning signal (32). 
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(30) is not to be executed, and 

said display means (23) displays a warning 

screen (75, 79) based on said warning signal 

(32). 

16. A data processing method for executing a process 
on copyrighted data within a right obtained, com- 
prising the steps of: 

storing the data; 

storing a process right that is required for the 
process on the data stored in said data storing 
step; 

inputting an instruction for the data stored in 
said storing step; 

determining, based on said process right 
stored in said storing step, whether said 
instruction is to be executed or not; 
executing said instruction; and 
displaying said process right stored in said 
storing step on a screen. 



11. The data processing apparatus according to claim 

I , wherein 

25 

said display means (21, 23) displays one or 
more icons corresponding to said process right 
stored in said right information storage means 
(16) on the screen. 

30 

12. The data processing apparatus according to claim 

I I , wherein 

said display means (21, 23) displays on the 
screen as many icons as the number of execu- 35 
tions specified by said process right stored in 
said right information storage means (16). 

13. The data processing apparatus according to claim 

1 , wherein 40 



17. A recording medium with a program recorded 
therein, said program for executing, on a computer, 
a data processing method of processing copy- 
righted data within a right obtained, said method 
comprising the steps of: 

storing the data; 

storing a process right that is required for the 
process on the data stored in said data storingV 
step; . ; 
inputting an instruction for the data stored in' 
said storing step; 

determining, based on said process right 
stored in said storing step, whether said 
instruction is to be executed or not; 
executing said instruction; and 
displaying said process right stored in said 
storing step on a screen. 



said display means (21, 23) displays on the 
screen said process right to data that can be 
processed in a set process mode. 

45 

14. The data processing apparatus according to claim 
1 , wherein 



said display means (21 , 23) displays on the 
screen said process right stored in said right so 
information storage means (16) by switching a 
display method based on a set display mode. 

15. The data processing apparatus according to claim 

1 , wherein 55 



said control means (17) outputs a warning sig- 
nal (32) when determining that said instruction 
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